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Use of Nuclear Material Accounting and Control for Nuclear Security Purposes at Facilities
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FREDEF © system for nuclear material accounting and control
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An integrated set of measures designed to provide information on, control of and assurance
of the presence of nuclear material, including those systems necessary to establish and track
nuclear material inventories, control access to and detect loss or diversion of nuclear
material, and ensure the integrity of those systems and measures
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1.1. This publication provides guidance that a State may voluntarily use to enhance nuclear

security at the nuclear facility level through use of its nuclear material accounting and

control (NMAC) system. (The term ‘accounting’ in this publication is used synonymously

with the term ‘accountancy’ in other NSS publications.) A number of nuclear security
related publications describe the need for using such a system to support nuclear security
and outline the requirements and recommendations for the contribution of NMAC to
nuclear security at nuclear facilities.
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Nuclear Security Recommendations on the Physical Protection of Nuclear Material and
Nuclear Facilities (INFCIRC/225/Revision 5) (NSS No.13) , published in 2011 in the
IAEA Nuclear Security Series, defines the role and recommended contribution of NMAC to
nuclear security at nuclear facilities (in paras 3.17, 3.19, 3.26, 3.28, 3.36, 3.47, 4.10, 4.11,

4.57, 4.58 and 5.19, and in ‘Definitions’). (The term ‘nuclear facility’ as used in this



publication is specifically defined in Ref. [NSS No.13]. The term ‘facility level is often

shortened to “facility’ for readability and is intended to differentiate from the ‘State level’.)
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1.4. Nuclear security measures are designed to protect nuclear facilities and nuclear material
from adversaries such as non-State actors both inside and outside the nuclear facility.
(Historically, the term physical protection has been used to describe what is now known as
the nuclear security of nuclear material and nuclear facilities [NSS No.13].)
The Implementing Guide: Preventive and Protective Measures against Insider Threats [4]
describes an adversary as any individual performing or attempting to perform a malicious
act. A malicious insider is an adversary with authorized access to a nuclear facility or nuclear
material in transport and knowledge of operations or sensitive information, with time to
perform a malicious act. An insider might be a facility manager or an employee of another
organization, employed in areas within the nuclear facility, such as NMAC, physical
protection, administration, maintenance or operations, or a contractor or a temporary
employee.
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1.5. At the nuclear facility level, an NMAC system helps to deter and detect unauthorized
removal of nuclear material by maintaining an inventory of all nuclear material, including
information related to its location. The system should provide information on the isotopic

composition, quantity, type, location, use and movement.
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An effective NMAC system can detect malicious insider activities involving nuclear material,
and supports the correct assessment of an irregularity involving nuclear material. In case of
the unauthorized removal of nuclear material from the nuclear facility, the NMAC system
provides the ability to identify the quantity and characteristics of the nuclear material that
has been removed.
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1.6. It is important to nuclear security that physical protection systems and NMAC systems
function in a coordinated and complementary manner. The recommendation in Ref. [NSS
No.13] is to arrange the physical protection and NMAC systems to provide defence in depth
and improve detection of unauthorized removal of nuclear material.
¥ 27 4103, WEDi#ES 27 4L NMAC ¥ 27 2350 L& A ICH
ELE)BEHPEETH 5, ZEHINSS No. 13| THERE L T\ 5 Z & it ZIEMi#E % 2
L, BUE ORNEBILO A %2 G5 T 2 72010, WER# L NMAC » 27 L %L
B2 LTHDHEE T IEMEOHEIC OV TRMAMNICHETZ#E 5, [NSSNo.13]

1.7. The objective of this publication is to describe how to use an NMAC system at a nuclear
facility to enhance nuclear security by detecting in a timely manner any unauthorized
removal of nuclear material and providing deterrence against such possible actions. The
primary objective of an NMAC system is to maintain and report accurate, timely, complete
and reliable information on all activities and operations (including movements) involving
nuclear material. This information should include the locations, quantities and
characteristics of nuclear material at the nuclear facility. The goal is to maintain control over
the nuclear material to ensure continuity of knowledge, and thereby to enhance the ability
to deter and detect unauthorized removal of nuclear material.
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1.8. This publication provides guidance on evaluating and enhancing, where necessary,
NMAC systems to meet a State’s nuclear security objectives at the nuclear facility level [NSS
No.13].
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1.11. To fully address nuclear security objectives, the State or facility operator may need to
enhance existing NMAC system capabilities. Guidance on these enhancements is provided
in this publication. The entire NMAC system should be subject to State oversight.
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2.1. The NMAC system at the facility level is established within the context of a national
regulatory framework and is controlled by the State’s competent authority.
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2.2. The State’s regulatory framework should set forth requirements for the design and
performance of NMAC systems at the nuclear facility level, including those related to
nuclear security. Nuclear security requirements should be consistent with a graded approach
similar to that applied to physical protection [NSS No.13] regarding the stringency of
measures to be taken based on the quantities and attractiveness of the nuclear material at
facilities. The State may incorporate elements of this guidance, as appropriate, into the
regulatory framework.
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2.4. The State or the State’s competent authority should include in its licensing
considerations a requirement for submitting an evaluation of the NMAC system at the
facility level. There are several approaches that can be used by the State’s authority and the
operators to perform such activities. The facility should document evaluations of the NMAC
system and demonstrate its capability 6 to deter and detect unauthorized removal of nuclear
material. The operator has responsibility for the implementation of the NMAC system
throughout the lifetime of the nuclear facility.
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2.5. Both the State competent authority and the operator need to recognize the importance
of using NMAC for nuclear security purposes. NMAC should be promoted within the
nuclear security culture as an important contributor to nuclear security.
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2.6. Facility NMAC systems should be subject to oversight by the State’s competent
authority. Oversight should include periodic inspections and evaluations of the facility’s
NMAC system’s contribution to meeting the nuclear security objectives of the facility.
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Objectives of an NMAC system

3.2. The primary objectives of an NMAC system are to:
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- Maintain and report accurate, timely, complete and reliable information on the
locations, quantities and characteristics of nuclear material present at the facility;

- Maintain control over the nuclear material to ensure continuity of knowledge, thereby



enhancing the ability to deter and detect unauthorized removal;

- Provide the basis for investigation and resolution without delay of any irregularity
indicating a possible loss of nuclear material, assistance in determining whether
unauthorized removal has actually occurred and performance of an emergency
inventory, if needed;

- Provide information helpful to the recovery of missing nuclear material.
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3.3. To achieve timely detection of unauthorized removal of nuclear material, an effective

NMAC system should also:
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- Provide the capability to assist in detecting misuse of the facility’s processing or
handling equipment, which may provide opportunities for unauthorized removal of
nuclear material;

- Act as a deterrent by providing the capability to detect insider activities related to
nuclear material, if they occur.
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3.4. The contribution of NMAC systems to nuclear security mainly derives from their ability
to maintain precise knowledge of the types, quantities and locations of nuclear material at
the facility, to conduct efficient physical inventory of the nuclear material and, in some cases,
to ensure that the activities performed in connection with the nuclear material have been
properly authorized. NMAC related information should be subject to regulatory or facility

specific requirements for information security (e.g. a facility specific information security
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plan).
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3.5. As noted in paras 3.2 and 3.3 and in Ref. [NSS No.13], one objective of nuclear security
at a nuclear facility is to detect in a timely manner any unauthorized removal of nuclear
material and deter, by this capability, malicious actions by an insider adversary. The NMAC
system and the physical protection system are two distinct systems that should complement
one another in achieving the nuclear security objective of deterrence and timely detection
of unauthorized removal of nuclear material. Each system has its own set of requirements
and objectives, and both are important to nuclear security.
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3.6. Responsibilities for nuclear security and the functions of each of the systems at a facility
should be clearly identified and documented to ensure that there is no overlap of
responsibilities and, more importantly, that there are no omissions. For effective nuclear
security consistent with the recommendations in Ref. [NSS No.13], the NMAC system and
the physical protection system should coordinate activities when appropriate, e.g. during
the investigation of an irregularity that may be an indication of unauthorized removal of
nuclear material. However, the separation of NMAC and physical protection functions and
responsibilities is a good practice. The possibility that a malicious insider might be a
member of the staff with responsibilities for NMAC or physical protection should not be
ignored. NMAC personnel should not be allowed access to physical protection devices and
systems without authorization from the physical protection department. Information
concerning nuclear material inventories and locations is necessary for the design and the
implementation of the physical protection system, but physical protection personnel should
not be allowed access to NMAC records and systems without authorization from the NMAC
department. Access to detailed information about nuclear material quantities and locations

of NMAC and physical protection systems, and in particular, information about



vulnerabilities and design of such systems, should be limited to those with approved
authorization and a ‘need to know’ approval.
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3.7. NMAC and physical protection should be coordinated with other facility systems that

could contribute to deterring and detecting unauthorized removal of nuclear material (e.g.

operations, radiation protection, criticality safety, environmental protection, personnel

health and safety and waste management). Examples of equipment used for operations or

other purposes that might also contribute to the detection of unauthorized removal of

nuclear material are:
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- Flowmeters;

- Mass spectrometers;

- Tank level indicators;

- Non-destructive assay equipment;

- Scales designed to monitor nuclear material quantities and concentrations;

- Video surveillance equipment;

- Radiation monitoring and contamination control equipment.
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3.8. Operational or safety equipment may also be used to detect unauthorized removal of
nuclear material by triggering an alarm when nuclear material is moved or containment has
been breached, provided that there will be an appropriate response to the alarm. Measures
should be taken to provide assurance that equipment used for the detection of unauthorized
removal of nuclear material is not tampered with or manipulated
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Defining Nuclear Security Criteria for Assessment of the Facility NMAC System
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3.9. The facility NMAC system should be designed to meet all legal obligations associated
with a safeguards agreement, as well as the nuclear security objectives described in paras
3.2-3.3. It should take into account requirements established by the State authority, the
threat as defined by the State authority and the recommendations in Ref. [NSS No.13]. It
should also take account of the quantities of the nuclear materials held at the facility and
their attractiveness based on isotopic composition, chemical composition, physical form and
fissile element concentration. The NMAC system should be designed to be effective during
routine operations at the facility, under emergency conditions and during nuclear security
events.
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