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Nuclear Security Recommendations on the Physical Protection of Nuclear Material and Nuclear
Facilities (INFCIRC/225/Revision 5)
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EDIEF © system for nuclear material accountancy and control.
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An integrated set of measures designed to provide information on, control of, and assurance
of the presence of nuclear material, including those systems necessary to establish and track
nuclear material inventories, control access to and detect loss or diversion of nuclear
material, and ensure the integrity of those systems and measures.
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3.17. The recommended physical protection measures in this publication should be
additional to, and not a substitute for other measures established for nuclear safety, nuclear
material accountancy and control or radiation protection purposes.
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3.19. The State’s competent authority should have access to information from the State’s
system for nuclear material accountancy and control.
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3.26. The operator should ensure control of, and be able to account for, all nuclear material
at a nuclear facility at all times. The operator should report any confirmed accounting
discrepancy in a timely manner as stipulated by the competent authority.
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3.28. For a new nuclear facility, the site selection and design should take physical protection
into account as early as possible and also address the interface between physical protection,
safety and nuclear material accountancy and control to avoid any conflicts and to ensure
that all three elements support each other.
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3.36. When considering the threat, due attention should be paid to insiders. They could take
advantage of their access rights, complemented by their authority and knowledge, to bypass
dedicated physical protection elements or other provisions, such as safety procedures. The
physical protection system should be assisted by nuclear material accountancy and control
measures to deter and detect the protracted theft of nuclear material by an insider.
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3.47. Defence in depth should take into account the capability of the physical protection
system and the system for nuclear material accountancy and control to protect against
insiders and external threats.
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4.10. Computer based systems used for physical protection, nuclear safety, and nuclear

material accountancy and control should be protected against compromise (e.g. cyber attack,

manipulation or falsification) consistent with the threat assessment or design basis threat.
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4.11. The operator should assess and manage the physical protection interface with safety
and nuclear material accountancy and control activities in a manner to ensure that they do

not adversely affect each other and that, to the degree possible, they are mutually supportive.
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4.57. The operator should ensure that any missing or stolen nuclear material is detected in
a timely manner by means such as the system for nuclear material accountancy and control
and the physical protection system (e.g. periodic inventories, inspections, access control
searches, radiation detection screening).
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4.58. The operator should confirm any missing or stolen nuclear material by means of a
rapid emergency inventory as soon as possible within the time period specified by the State.
A system for nuclear material accountancy and control should provide accurate information
about the potentially missing nuclear material in the facility following a nuclear security
event.
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